MMAMSATKA
JIJISI OBYUYAIOIIUXCA OF TH®OPMAIIMOHHOM BE3OITACHOCTH JETEN

HEJIb351

1. Bcem moapsin cooOmathk CBOIO YacTHYHO MHQOpMAIMIO (HACTOSAIIUE UMS, (paMUIIUIO,
TenedoH, aapec, HOMEp MIKOJIBI, a TaKkke (hoTorpaduu CBOH, CBOCH CEMbU U IPYy3€il);

2. OTKpBIBaTh BIIOXKEHHBIE (DAiIIbl AJIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS;

3. 'pyOuTh, IpUANPATHCS, OKA3bIBATH JABICHHUE - BECTH c€0s1 HEBEKIIUBO U arPeCCUBHO;

4. He pacnopspkaiics JeHbraMd TBOEH CeMbH 0O€3 paspelieHus CTaplinxX - BCeraa
CIIpallMBai pOAUTENEH;

5. He Bcrpeuaiics ¢ HMHTepHET-3HAKOMBIMM B pEaJbHOW JKU3HH - IIOCOBETYICA CO
B3pPOCJIBIM, KOTOPOMY J0BEpSEIlIb.

OCTOPOXHO

1. He Bce numyt npaBay. Uuraems o ceOe HenpaBay B MHTepHeTe - coobuu 006 3ToM
CBOMM POJIUTEIISIM HIIN OTIEKyHaM;

2. [lpurnamarot nepenuchiBaTbes, UrpaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU MOABOXA;

3. He3zakoHHoe konupoBaHue (aiinos B IHTepHETE - BOPOBCTBO;

4. Becerna paccka3sbiBail B3pOCibIM O Ipo0ieMax B CETH - OHU BCEr/la IIOMOTYT;

5. Ucnonp3yli HacTpoiiku 0€30MacHOCTH W NPUBATHOCTH, YTOOBI HE TOTEPATH CBOH
AKKayHTBI B COLICETSIX U JIPYTUX MOpTaiax.

MOXHO

1. YBaxaii qpyrux mnojab30BaTeieu;

2. [lonb3yeubcst IHTEpHET-UCTOUHUKOM - JI€Iail CChUIKY Ha HETO;

3. OTKpbIBaii TOJIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOILBIO B3POCIBIM - POAUTENIH, ONEKYHbl M aJIMUHUCTpALMs CaliToB
BCErJia MOMOT'YT;

5. Ipoitnu o6yuenue Ha caiite "CeTeBUYOK" U MOIYYH MAcOPT HUGPOBOTO rpak1aHuHa!

C Kax/bIM roJIOM MOJIO/IE’KU B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKH OJHU U3
CaMbIX AKTHBHBIX MoOJb30BaTenedl PyHera. Mexnay TeM, NOMHMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEM, MHTEpHET HEceT W MpoOjeMbl. DTa MaMsATKa JOJKHA MMOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KommnsrorepHsie BUPYCHI

KoMImbroTepHslii BUPYC - 9TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX POTPamMM, OTJINYUTEIBHON
OCOOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3sMHOXKEHHIO. B JomonHeHune k 3Tomy,
BUPYCHI MOT'YT ITOBPEAUTH MWJIM TOJTHOCTBbIO YHUUTOXXUTB BCe (hailibl U JaHHBIE, TOJAKOHTPOJIbHBIE
M0JIb30BATENI0, OT UMEHH KOTOPOTOo ObLIa 3alyllieHa 3apakeHHas IporpaMma, a Takke MoBpPeIuTh
WIN J1aK€ YHUYTOXXUTh ONEPAIMOHHYIO CHCTEMY CO BceMH (ailiamu B 11esioM. B OonbImMHCTBE
CIIy4aeB pacHpOCTPaHSAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTob! 3a1IUTEl OT BPEJOHOCHBIX MPOTPamMM:

1. Wcnonp3yil COBPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIINE CEPhE3HBIM YPOBEHB
3allUThl OT BPEJOHOCHBIX MPOTpamm;

2. TlocrostHHO ycTaHaBiIMBal MayTH (LUQPPOBBIE 3aIUIATKH, KOTOPbIE AaBTOMAaTUYECKU
YCTaHaBJIMBAIOTCS C IIEIIBI0 TOPAOOTKH MPOrpaMMBbl) U Ipyrue 0OHOBIIEHUS CBOEH ONepalinOHHOM
cucteMbl. CkauuBail UX TOJIBKO ¢ oduimanpHoro cairta paspadorunka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. PaGoraii Ha cBOEM KOMIIBIOTEPE IO MpaBaMU I0JIb30BaTeNs, a HE aMUHUCTPATOpA.
OTO HE TMO3BOJUT OOJNBUIMHCTBY BpPEAOHOCHBIX MPOTpaMM MHCTAJUIMPOBATHCS Ha TBOEM
HEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnons3yil aHTUBUPYCHBIE NIPOTrPAMMHBIE MTPOIYKTHI U3BECTHBIX IPOU3BOJUTEINEH, C
aBTOMAaTHYSCKUM OOHOBJIEHHEM 0a3;

5. Orpanndp pU3HYECKUI JOCTYI K KOMIIBIOTEPY sl IOCTOPOHHUX JIHII;



6. Mcnonp3yii BHEIIHUE HOCUTENN MH(OpMAINK, TaKue Kak (iemrka, TUCK Win ¢aiin u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUHHUKOB;

7. He oTKpbIBaii KOMIBIOTEpHBIE (hAIIIbI, TOTyUYCHHBIE U3 HEHAICKHBIX HCTOYHUKOB. Jlaxe
Te (paiiibl, KOTOpPBIE IPUCIIAN TBOM 3HaKOMBIN. JIydile yTOUHM y Hero, OTIpaBJIsii U OH Te0e uX.

Ceru WI-FI

Wi-Fi - 910 He BHJ epeiauu TaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIb OpeHn, mapka. Emie
B 1991 rony munepnaniackas xkommaHus 3apeructpupoBaia Openn "WECA", uro o6o3Hauano
cinoocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoIHast TOYHOCTH'".

Jlo Hamiero BpeMEHH Jolia apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW e
TexHoyioruei. 1o abopeBuarypa "Wi-Fi". Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha CTaHAApPT
BhIcHIeH 3ByKOoBoW TexHUKHU Hi-Fi, uTo B mepeBoie o3HavyaeT "BbICOKasi TOYHOCTH'.

Ja, OecrulaTHBIH MHTEPHET-IOCTYIN B Kade, OTEIsIX U a’dponopTax sBISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXOJ[a B MHTEpHET. HO MHOTHE 3KCIIepThl CYUTAIOT, U4TO 00menocTynHbie Wi-Fi
CETHU He SBIAIOTCS 0€30MaCHBIMU.

CogeTbl 110 O€30MaCHOCTH pabOThI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuuHyto uH(oOpmanuio yepe3 oOmienocrynHsie Wi-Fi ceru.
Paboras B HuX, )KeIaTe’abHO HE BBOAUTH MMAPOJIH JOCTYIIA, JOTHHBI M KAKHE-TO HOMEpa;

2. Ucnonb3yih 1 OOHOBIISI aHTUBUPYCHBIE NporpaMMbl U Opanamayep. TeM caMbIM Thl
o0e3omacumib ceds 0T 3aKaYKU BHPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonwszoBanuu Wi-Fi otkmoun ¢ynkuuio "OOmuii goctyn Kk aiimam u
npuntepam". JlaHHas (yHKOMS 3aKpbiTa MO YMOJYaHUIO, OJHAKO HEKOTOPBIE TMOJH30BATENN
aKTUBUPYIOT €€ JUIsl y100CcTBa MCII0JIb30BaHus B paboTe win y4eoe;

4. He ucnonw3yit nyonuunbii WI-FI nns nepepgaum IUYHBIX JaHHBIX, HAapUMEp VIS
BBIX0/Ia B COLIMAJIbHBIC CETH UJIH B AJIEKTPOHHYIO MOYUTY;

5. HUcnone3yit Tonpko 3ammiieHHoe coenuHenue uepes HTTPS, a ue HTTP, Tt.e. npu
Habope BeO-apeca BBoAM UMeHHO "https://";

6. B moOumiibHOM Tenedone otkiatoun pynkuuto "Ilogkmouenne k Wi-Fi aBTromarnuecku".
He nomyckaif aBToMaTH4eCcKOro MoJAKI0YeHUs ycTpoiicTBa Kk cetaM Wi-Fi 6e3 TBoero cornacusi.

ConnanibHble ceTu

CoumanbHble CeTH aKTUBHO BXOSAT B HAIlly )KM3Hb, MHOTHE JIIOJIM pabOTAIOT U )KUBYT TaM
nocTosIHHO, a B Facebook yxke 3apeructpupoBaH MWIUTHAp] YEIIOBEK, YTO SIBISIETCS OIHOMN
cellbMOM BCeX JKMTeNIeH IIaHeThl. MHOrMe MOoJb30BaTeIM HEe MOHMUMAIOT, 4TO MHGpOopMalus,
pa3MeleHHasi UMH B COIMAIIbHBIX CETAX, MOXKET OBITh Hai/leHa U WCIOJIh30BaHA KEM YrOIHO, B
TOM YHCJIe He 00s13aTeNbHO ¢ OJ1aruMu HaMepeHHUSIMH.

OCHOBHBIE COBETHI TI0 O€30MACHOCTH B COLMAIBHBIX CETSIX:

1. Orpannyb cnucok apy3ei. Y TeOs B Jpy3biX HE JOJDKHO OBbITh CIy4yallHBIX M
HE3HAKOMBIX JTIOACH;

2. 3amuiaii CBOI0 4acTHYIO *HU3Hb. He ykasbiBaii maposu, TexaedoHsl, aapeca, 1aTy TBOETO
POXIIEHUS W JIPYTYIO JTUYHYIO WHGOPMANHIO. 3JIO0yMBINIUIEHHUKA MOTYT HCIIONB30BaTh JaXe
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE POBECTU KAaHUKYJIBI;

3. 3amuiai CBOIO PEMyTalluIo - IEPKHU €€ B YHCTOTE M 3a7aBail cebe BOmpoc: XoTel Obl
ThI, YTOOBI JIPyrHe MOJIb30BATENN BUAEIH, UTO Thl 3arpyxaeuib? [logymail, mpexae 4eM uTo-To
OITyOJIMKOBATh, HAITUCATD U 3aTPY3UTh;

4. Ecnu ThI TOBOPHUIIb C JIFOJIBMHU, KOTOPBIX HE 3HACIlIb, HE HCIIOJIb3Yil CBOE pealbHOE UMS
U IPYTYIO JINYHYIO HH()OPMAITUK: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U TIpovee;

5. M36eraii pa3merienus pororpaduit B UnTepHeTe, rae Thl U300pakeH Ha MECTHOCTH, T10
KOTOPOH MO>KHO OTIPE/ICTINTh TBOE€ MECTOTIONIOKEHHE;

6. IIpu peructpaiyiv B COUUAIBHONW CETH HEOOXOIUMO HMCIIOJIb30BaTh CI0XKHbIE Mapoiy,
cocTosmue u3 OykB v QP U ¢ KOJUISCTBOM 3HAKOB HE MEHEE §;

7. s cCOUMANbHOM CETH, MOYTHl U JPYTUX CaWTOB HEOOXOJMMO HCIIONb30BaTh Pa3HbIE
naposu. Toraa ecnu Te0s B310MAlOT, TO 3JOYMBIIIJIEHHUKN TOIYy4aT JAOCTYI TOJIBKO K OAHOMY
MecTy, a He BO BCE Cpa3y.



DNEeKTPOHHBIE IEHbIU

DJNEKTPOHHBIC JICHBIH - 3TO OYEHb yMOOHBIA CHOCOO TUIATE)KEH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIC XOTAT MOTYIUTh 3TH JACHBTH.

DJNEKTPOHHBIC JCHBIH TMOSIBIJIUCh COBCEM HEIABHO M MMEHHO HM3-3a2 3TOTO BO MHOTHX
roCy/IapcTBaxX JI0 CUX MOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHM YHKIIMOHHUPYIOT M O HUX YK€ TIPOTHCAHO B 3aKOHE, TJIE UX Pa3IeIIsIOT
Ha HECKOJIbKO BUJIOB - aHOHUMHEIE U HE aHOHUMHBIC. Pa3HuIIa B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MPOBOAUTH ONepanuud 0e3 WIACHTH(HUKAIMK I0JIb30BaTels, a B
HEAaHOHUMHBIX UACHTU(DUKAIIVS ITOJTH30BATENS SBISETCS 00sI3aTEIIBHOM.

Taxoke cienyer pa3nuyarh 3JIEKTPOHHBIC (pUaTHBIE AEHBIH (PaBHBI TOCYAApCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HEHUATHBIE IEHBI'H (HE paBHBI TOCYJapPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 0 6€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. IlpuBsku K c4eTy MOOWIIBHBIM TenedoH. DTO camblii YIOOHBINM U OBICTPHIA CIOCOO
BOCCTAaHOBUTH JOCTYN K cyery. llpuBsizanHblii TenedoH mOMOXeT, eciu 3al0yaems CBOM
IJIATEKHBIN [1apOJIb WIIU 3alIelIb Ha CAalT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yii ogHopasoBbie mapoiiu. [locie nepexoia Ha yCUIIEHHYIO aBTOPU3AINIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu croxHbIi maposb. [IpectymankaM OyieT He IPOCTO yrajaTh CIOXKHBIN Tapob.
Hanexxubie maponu - 3T0 mapoyid, KOTOPBHIE COAEpPKAT HE MEHee 8 3HAKOB M BKIIOYAIOT B ce0s
CTPOYHBIE U MPOTIUCHBIE OYKBBI, U PHI 1 HECKOJILKO CHMBOJIOB, TAKHE KaK 3HAK JoJu1apa, GpyHra,
BOCKJIMIIATEIIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILIb.

DNEeKTpOHHAs [oYTa

DneKTpOHHAas MOYTa - 3TO TEXHOJIOTHS U MPEAOCTaBIsIEMbIE €10 YCIYTH IO NEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIEHHUH, KOTOpBIE PACHPEAESIOTCS B KOMIIBIOTEPHOW CETH.
O6b1uHO AJIEKTPOHHBIN MOYTOBBIN SILUK BBITJISLAUT CJIEYIOIUM oOpa3zom:
UMs_TOJIb30BaTeI(@UMsL_JoMeHa. Takke KpoMme Iepefauyd MpoCTOro TEKCTa, HMEeTcs
BO3MOXKHOCTb NepeaaBaTh (paiiibl.

OcHOBHBIE COBETHI M0 Oe30MacHoil paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh mpaBUIIBHBIN MOYTOBBIN cepBUC. B MHTEpHETE ecTh OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydlle JOBEPSTh TEM, KOTO 3Haellb U KTO MEPBBIA B
peuTHHrE;

2. He yka3piBaif B TMUHOM moute JNuuyHyr0 uHpopmanut. Hampumep, myunie BbIOpaTh
"My3bIKabHbIN _(paHat@" uiun "pokx2013" Bmecto "temal3";

3. Ucnonb3yil IBYXATalHYyI0 aBTOPU3AIUIO. DTO KOTJIa IOMUMO MapoJii HY>KHO BBOJIUTH
KOJI, TpUChIIaeMbIi 110 SMS;

4. BoiOepu cnoxHbIH mapoib. [ KakAOro MOYTOBOrO ALIMKA JOJKEH OBITh CBOU
HAJCKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecau ecTh BO3MOYKHOCTh HAIlUCATh CAMOMY CBOW JIMYHBIM BOIIPOC, UCHOJIB3YH 3Ty
BO3MO>KHOCTb;

6. Vcnonb3yld HECKOJIBKO TOYTOBBIX SIIMKOB. lIepBBIf A1 4acTHOM NEpPEenucKU C
ajJjpecaTamMH, KOTOPBIM Thl JOBEepselIb. JTO 3JEKTPOHHBIM aJpec HE HaJI0 HCIOIb30BaTh MPU
peructpanuu Ha Gopymax U caTax;

7. He oTkpbIBaii (haliiel U IPyTHE BIOKEHHSI B TMChMaX, JIa)Ke €CJIM OHH MTPHUIILIA OT TBOUX
npy3ei. Jlydie yTouH! y HUX, OTHPABIISUTH JTU OHU TeOe ATH (aiiisr;

8. [locne okoHYaHUs pabOTHI HA MOYTOBOM CEPBHCE MEPE]l 3aKPHITHEM BKJIAJIKH C CAUTOM
He 3a0y1p HaXKaTh Ha "Beridtu".

KubepOynauHT niv BUPTyalbHOE U3/1€BATEIIbCTBO

KubepOymnnuHr - npecieoBaHue COOOIEHUSIMU, COJIEPKAIUMHU OCKOPOJICHNUS, arPECCHIO,
3alyTMBAaHUE; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTHpPOBAHHE C MOMOUIbIO Pa3IMYHbIX UHTEPHET-
CEPBUCOB.



OcHOBHBIE COBETHI IO OOPHOE ¢ KNOEPOYIITMHIOM:

1. He Gpocaiics B 60. JIyuminii cioco0: mocoBeTOBaTLCA Kak ce0sl BECTH U, €CJIM HET TOTO,
K KOMY MOXHO OOpaTuThCs, TO BHayajle YCHOKOUTHhCS. ECnM Tbl HayHeNmIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO elle 0O0JIbIIe pa30ioKelh KOH(IIUKT;

2. Yrpaisii cBoel KubeppenyTaimei;

3. AHoHuUMHOCTh B ceTu MHHUMas. CyIIECTBYIOT CHOCOOBI BBISICHUTH, KTO CTOMUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XYJIUTAaHCKUM 00pa3 BUPTYaIbHOU XU3HU. IHTEpHET PUKCHpyeT BCe
TBOU JICUCTBUS U COXPAHACT UX. Y TANIUTh UX OYyAET KpailHe 3aTpyIHUTEIBHO;

5. Cobnroait CBOIO BUPTYaJIbHYIO YECTh CMOJIOJY;

6. Urnopupyii ennHn4HbIi HeratuB. OQHOPa30Bble OCKOPOUTENBHbBIE COOOIIEHNUS JIyUdlIe
UrHopupoBaTh. OOBIUHO arpeccus IpeKpanaeTcs Ha Ha4aabHOM CTauH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIECHUSAMH, B COLUATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKH COOOIICHUN C ONPEIETICHHBIX aIPECOB;

8. Ecaum Tl cBuzaerens kubOepOymauHra. TBou [eHCTBUSA: BBICTYNHMTH IPOTHB
mpecieoBaTes, MoKa3aTh €My, YTO €ro ACHCTBHS OIEHUBAIOTCS HEraTUBHO, MOJJEPKATh
KEPTBY, KOTOPOH HYKHA TICUXOJIOTHYECKas HOMOIIb, COOOIIUTE B3POCIBIM O (PaKTEe arpeCCUBHOTO
MOBE/ICHUS B CETH.

MoOunbHbBIN TenedoH

CoBpemenHbie cMapT(OHBI U MIIAHIIETHI COJIEPKaT B ce0e BIIOIHE B3POCIbIN (PyHKIIMOHA,
U Tenepb OHM MOTYT KOHKYpHUPOBaTh CO CTAallMOHAPHBIMM KoMIbioTepaMu. OJHAKO, CPEICTB
3aIUTHI 715 TOAOOHBIX YCTPOMCTB MOKA OYEHb Maso. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
IIPOMCXOJUT HE TaK UHTEHCUBHO, Kak Juist [1K, To ke camoe kacaercss 1 MOOUIIBHBIX TPUIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3epbl yxkKe MPAaKTUYECKU JAOTHAIM HACTOJbHBIE aHAlIOTH,
OJIHAKO pacmMpeHue (yHKIHMOHAIA BJIEYET 3a CO0O0M OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO
3alUIICHHOCTD.

Jlaneko He Bce MPOW3BOJUTENM BBITYCKAIOT OOHOBJIEHHS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI s 0€30MMaCHOCTA MOOMIIHLHOTO TeledoHa:

Huuero He siBisiercst mo-HacTosieMy OecrulaTHBIM. Bynbs ocTopokeH, Belb Kornaa tede
npeJiararT OecryiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKHUe-TO IUIaTHBIE YCIIYTH;

Jymaii, mpexie ueM otinpaButh SMS, ¢poto unu Buaeo. Thl TOUHO 3HACIIB, TA€ OHU OYAYT
B KOHEYHOM UTOTE?

Heo6x011M0 0OHOBIIATH ONEPAIIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI 11 MOOMIIBHBIX TeNIe()OHOB;

He 3arpyxail npuiioKeHusi OT HEU3BECTHOTO MCTOYHHMKA, BEJlb OHU MOTYT COJEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeYeHUE;

[Tocrme Toro kak ThI BBIMAEHIL C caifTa, T/Ie BBOAWUJ JHYHYIO HMH(pOpManuioo, 3aiin B
HACTPOUKH Opay3epa u ynanu cookies;

[lepuoanuecku npoBepsiid, KaKue TUIaTHbIE YCIYTH AaKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIBHOTO TesehoHa TOJIBKO JIFOJIIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsICIIb;

Bluetooth momxken ObITh BRIKITIOYEH, KOT/Ia Tl UM HE TIOJIB3YyelIbcs. He 3a0piBait nHOTIQ
IIPOBEPSTH 3TO.

Online urpst

CoBpeMeHHbIE OHJAMH-UTPBI - 3TO KPacOYHbIe, 3aXBaThIBAIOLIME pa3BJICUCHUS,
00BEAMHSIONINE COTHHU THICAY YENIOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHUP,
00IIArOTCS IPYT C APYTOM, BBITIOIHSIOT 33JaHUS, CPAKAIOTCS C MOHCTPAMHU U TIOJTYYarOT OMBIT. 3a
YIOBOJIbCTBUE OHU ILJIATST: MOKYMAIOT JUCK, OIJIaYMBalOT a0OHEMEHT WJIM MPUOOPETAI0T KaKue-
TO OILUU.



Bce »tu cpenctBa uMayT Ha MOAAEp)KAHME M Pa3BUTUE WIPBI, a TaKXKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCSI CHCTEMBbl aBTOPU3ALlMM, BBIITYCKAIOTCA HOBBIE IAT4U
(unpoBbIe 3aIIATKU AJISt IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nonoGHbIX Urpax CTOMT onacaTbCs HE CTOJBKO CBOUX COIEPHHMKOB, CKOJBKO KPaXKU
TBOETO MapoJis, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UTP.

OcHOBHbIE COBETHI 10 O€30I1aCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Eciu apyroit urpok BeaeT ceOs MmIoXo WM CO3AaeT Tebe HeNPHUITHOCTH, 3a0I0KUPYi
€ro B CIIMCKE UTPOKOB;

2. [loxanylics aAMMHHUCTpPATOPaM UIPbI HA TIOXOE ITOBEACHHUE ITOI0 UTPOKA, KEJIATEIHHO
IIPWIOKUATH KaKME-TO I0OKA3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIKIO B Ipodaiise urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeouIIMaIbHBIE TTATYH ¥ MOJBL;

6. Mcnonp3y# CII0’KHBIE M pa3HbIE N1apOJIy;

7. Jlaxxe BO BpeMsl MIPbl HE CTOMUT OTKJIIOYaTh aHTUBUpYC. l1Ioka ThI urpaemis, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

@UIIMHT UK KpaXka JIMYHBIX TaHHBIX

OOBbIYHOM KpaXeil IeHer U JOKYMEHTOB CET0/IHA YK€ HUKOT'O HE YJIUBUIIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBILUJICHHUKH TEPEMECTHIINCh B HMHTEPHET, MW IPOAOCKAIOT
3aHUMAaTbCA "MIOOUMBIM" 1ETTOM.

Tak mosiBUIIach HOBasg yrpo3a: UHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TTIaBHAs IIENb
KOTOPOTO COCTOMT B IMOJNYYCHHH KOH(HICHIMAIbHBIX TAHHBIX IIOJB30BaTeNeil - JIOTHHOB H
naposeil. Ha anrnumiickom si3bike phishing unraercs kak ¢ummar (ot fishing - peiOHas 0B,
password - mapoJs).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnieu 3a cBonM akkayHTOM. Eciu ThI mo103peBaeliib, 4To TBOSI aHKeTa Oblla B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKMPOBATH €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
cKopee;

2. Vcnonp3yit 6e30macHble BeO-CaiiThl, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U MOMCKOBBIX
CHUCTEM;

3. Mcnone3yil cinokHble U pa3Hble Mapoiu. TakuM oOpazom, eciu TeOsl B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOJIyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnn Te0s B3110Maly, TO HEOOXOIUMO MPETyNPeTUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n00aBJIEHBI Y T€0SI B PY3bSAX, O TOM, YTO T€Os B3JIOMAJIM M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchlIaThes CIaM M CChUIKM Ha (PUITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MoOUIBHBIN TenedoH;

6. OTKIIIOYM cOXpaHEHUe Mmapoiis B Opaysepe;

7. He oTkpbIBail paiisibl U Ipyrue BIOKEHUS B MUChbMaX, 1a)Ke €CIM OHU MPUIIUIH OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paitibl.

Hudposas pemyrarus

[udposas peryranus - 3TO HEraTUBHAs WM MO3UTHBHAs MH(pOpMAIMs B CeTH O Tebe.
Komnpomerupytomas unpopmarius, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3uThbcsi Ha TBOEH peanbHOW ku3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIH
bopmupyercs u3 uHbopMauu o Tebe B UHTEPHETE.

TBoe MecTo XUTEeNnbCTBa, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH XapaKkTepa
U paccKasbl 0 OJM3KUX - BCE ATO HAKAILJIMBAETCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIEHHO OTHOCSTCA K MyONMKalUy JTUYHON HH(pOpMaIuu B
WNHTepHeTe, He MOHUMAasi BO3MOKHBIX TOCJIEACTBAN. ThI Jaxke He CMOKEIIb 10ralaTbCsi O TOM, 4TO
¢dororpadus, pazmerieHHas 5 1eT Ha3aj, cTajla MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapum, pazmenienne TBoux Gotorpaduit U 1pyrue AHCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTO, KaK Thl UX YAAJIHIIb. Thl HE 3HaelIb, KTO COXPAHWI 3Ty WH(POpMaIHIO, ToTana



JM OHa B IOMCKOBBIE CHCTEMBbl M COXPaHWJIACh JM OHA, a TJaBHOE: YTO MOJAYMAalT O Tebe
OKpY’KarollMe JIOAHU, KOTOpble HAIyT U yBUAAT 3T0. Haiftu nH(popmanuio MHOro JIeT CIycTs
CMOXeET JIF00OH - KaK U3 JOOPBIX MOOYKACHUH, TaK U C HAMEPEHHUEM IIPHUYUHHUTD BPEZ. ITO MOXKET
OBITH KTO YTOJTHO.

OcHOBHBIE COBETHI M0 3aIKTe HU(PPOBOI penyTauu:

1. Ioxymaii, mpexae 4eM 4To-TO IyOJMKOBAaTh M IepeAaBaTh y cebs B Ojore WM B
COIIMAILHOM CETH,

2. B HacTpoiikax npoduist ycTaHOBH OIpaHHMUYEHHS! Ha IPOCMOTP TBOErO MPO(UIISL U ero
COJIEP’)KUMOT0, ClIeNail ero TOJIbKO "Isl Ipy3en';

3. He pa3memail u He yka3biBail HH(POPMALUIO, KOTOpasi MOXKET KOTro-JIMO0 OCKOpOIATh
WA OOMKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE MIKOJIBHUKH - aKTUBHBIE MTOJIB30BATEIH HUPPOBOro MpocTpancTBa. OHAKO
JJaJIeKO HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTHMH BO3MOXHOCTSIMU LU(POBOro Mupa Tpedyer
COOITIO/ICHHSI TIPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

Tepmun "HHTeIIEKTyasbHash COOCTBEHHOCTh' OTHOCHTCS K Ppa3IMYHBIM TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pPETEHHI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha NpPOAYKTHl W YCIyrd, M 3aKaHuMBasg KHMramu, QotorpadusiMu, KUHOQUIBMaMU U
MY3BIKQIbHBIMH TPOU3BEACHUSIMHU.

ABTOpCKHE IpaBa - 3TO IPaBa Ha MHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTh Ha IPOU3BEICHUS
HayKH, JIMTEPATypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIIpaBelIMBbIE
BO3MO>KHOCTH 3apa0oTaTh Ha pe3ysibTaTaXx CBOEIrO TPY/a, MOJYyUYUTh U3BECTHOCTb U MPU3HAHUE.
HuxkTo 6e3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpOAaBaTb, HUMIIOPTUPOBATH, IYCKATh B IPOKAaT, MyOIMYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIOIHATh B 3pUpe UK pa3mewats B IHTepHeTe.

Hcnons3zoBanue "muparckoro" mporpaMMHOT0 0OECTICUEHHS] MOXKET NMPUBECTH K MHOTHM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM AaKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, Il
yCTaHOBJIEHA HellerajibHas nporpamma. He cTrouT Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JIETajdbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CereBnuok.p¢ - TBOW TJaBHBI COBETYMK B CETH. 37€Chb Thl MOXELIb Y3HaTb O
0€30MacCHOCTH B CETHU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, @ NPU BO3HUKHOBEHHM KPUTHUECKOM
CUTyallud OOpaTUThCS 3a COBETOM. A TaKKe MPHUHATh y4yacThe B KOHKYpCax M CTaTb CaMbIM
M (POBBIM TpakTaHUHOM !



